Abbreviations and Acronyms
Control Systems Cyber Security Standards Support Activities
INTRODUCTION
This document summarizes the efforts being made by the Department of Homeland Security's (DHS) Control Systems Security Program (CSSP) to interface with industry on standards associated with control system security, especially in the area of cyber security. This document identifies work being done by both industry and CSSP in relation to cyber security standards for the 18 critical infrastructure and key resource (CIKR) sectors. Standards work is addressed individually for each sector as well as for crosssector (i.e., standards work that relates to multiple sectors). CSSP is working to reduce cyber risk to critical infrastructure control systems by providing guidance and building partnerships.
Background
Homeland Security Presidential Directive 7 (HSPD-7) identifies 17 sectors of critical infrastructure and key resources vital to the United States. This was updated to 18 sectors in March 2008 with the addition of the Critical Manufacturing sector. The President designated these sectors as critical infrastructure and key resources based on the potential national impact of a terrorist attack on infrastructure functions, resources, and systems within these sectors. HSPD-7 identifies characteristics of critical infrastructures and key resources and establishes the policy to identify and protect them against terrorist acts
The DHS National Cyber Security Division (NCSD) is charged with working collaboratively with public, private, and international entities to secure cyberspace and America's cyber assets. One of NCSD's focus areas is to work with the various organizations that develop standards for the CIKR sectors. To facilitate this process, the CSSP organized the Standards Awareness Team (SAT) to work with the various standards organizations. The SAT is comprised of members from four of the Department of Energy National Laboratories (Argonne National Laboratory, Idaho National Laboratory, Oak Ridge National Laboratory, Pacific Northwest National Laboratory, and Sandia National Laboratories) and the National Institute of Standards and Technology (NIST). Members of the team have various areas of expertise, in addition to a background in standards, allowing them to interface on a technical level.
It is recognized that each of the sectors listed have numerous standards activities for various aspects of the sector operation. Only those that can be related to cyber security are addressed in this document.
Document Layout
This document provides a summary of cyber security standards activities relating to the 18 CIKR sectors. Section 2 gives an outline of CSSP activities in support of industry control system cyber security standards; Section 3 lists the 18 CIKR sectors and known cyber security standards efforts within those sectors along with an abbreviated listing of planned sector meetings of interest.
Appendix A lists industry standards that relate to cyber security.
CSSP CONTRIBUTIONS TO SECTOR STANDARDS ACTIVITIES
The DHS CSSP has supported several standards organizations through members of the SAT in the development of standards for industries in the 18 CIKR sectors. This work has been in five major areas: (1) cross-sector standards including government standards, (2) energy sector standards, (3) nuclear standards, (4) telecommunications standards, and (5) transportation sector standards. It should be realized that all of the CIKR sectors are interrelated and hence, many of the standards bodies, though prepared by a specific standards organization, may also apply to organizations in other sectors. This is particularly true of cross-sector standards. These standards are designed to be applicable to any organization that uses control systems. Although other sectors may be represented on cross-sector standards organizations, the following sectors are specifically identified in the membership of one of the cross-sector standards bodies: The following is a summary of CSSP standards support activities:
Cross-Sector Standards
Three standards organizations have been identified as developing cross-sector control system cyber security standards: the International Society of Automation (ISA), the NIST, and the International Electrotechnical Commission (IEC). Each cross-sector standard, along with its current status and direction, are described below.
International Society of Automation
Within ISA, two committees are addressing cyber security: ISA-99 (previously ISA-SP99) is developing standards for Industrial Automation and Control Systems, and ISA-100 (previously ISA-SP100) is developing standards for wireless communication with a section dealing with wireless security. Each of these standards will be comprised of multiple parts, which will be released as they are finished and approved.
ISA-99-Security for Industrial Automation and Control Systems
ISA-99, "Security for Industrial Automation and Control Systems," is currently scheduled to consist of four parts. Because ISA-99 is now working with IEC, the numbering and layout of these parts may change to conform to the IEC standards. The current layout of the ISA-99 standard is listed in Table 1 .
The ISA-99 standard is designed to be general in nature and can thus be applied to any of the critical infrastructure sectors. Although it may be necessary for an organization to add specific requirements to make the standard specific to their sector or organization, the requirements in the standard can provide increased security by themselves.
ISA-99 is currently working with the IEC to make these standards into IEC 62443. Each of the ISA-99 standards would then become International Standard IEC 62443. 
ISA-100-Wireless Systems for Automation
The ISA-100 Wireless Systems for Industrial Automation is a global wireless family of standards being developed. These standards will define a complete architecture and be open standards that will foster new development. They will give other developing protocols a platform to access many applications and systems (e.g., WiHART, Zigbee, Foundation Fieldbus, Profibus).
Six standards are currently being developed within the ISA-100 family: ISA-100.11a, "Process Applications"; ISA-100.15, "Wireless Backhaul Backbone Network"; ISA-100.14, "Trustworthy Wireless"; ISA-100.21, "People and Asset Tracking and Identification"; ISA-100.12, "WirelessHART TM "; and ISA-100.11a, "Converged Network Applications." Of these standards, ISA-100.14 is the only one that directly applies to control systems security.
The ISA-100.14 working group is working, in conjunction with ISA-99, on a document describing trustworthiness in industrial wireless automation.
Members of the SAT, representing CSSP, have participated in the ISA-100 standards process in following roles:
A member of the SAT is a co-chair of the ISA-100 Committee.
Members of the SAT are involved with the various SP100 working groups and participate in face-toface meetings and telecons on a regular basis.
A member of the SAT has presented on wireless security at technical conferences around the world including: Chongqing, China; Nice, France; Ottawa, Canada; Cleveland, OH; and San Diego, CA.
Members of the SAT are represented on the following subcommittees: ISA-100.11a, "Interoperability, Factory Automation, and Backhaul."
A member of the SAT has worked with ISA to develop training for wireless.
Trustworthy Wireless Working Group
Trustworthy Wireless Working Group (TWWG) is a working group devoted to ensuring cyber security in wireless systems. It was originally designated as an interest group to interface between ISA-99 and ISA-100 committees. It was later elevated to a joint working group supporting the two committees.
Members of the SAT, who represent CSSP, have participated in the TWWG process in the following roles:
A SAT member serves as the co-chair of the ISA TWWG which supports both ISA-99 and ISA-100.
Members of the SAT have attended TWWG face-to-face meetings and are involved in the working group.
National Institute of Standards and Technology
NIST has developed two documents that relate to control system cyber security. While NIST standards are only binding on federal government organizations, the information contained in these documents is of great value for any organization desiring to secure their control systems from cyber intrusion.
NIST SP800-53, "Recommended Security Controls for Federal Information Systems," was developed primarily for Information Technology systems, but has been updated to address industrial control systems as well. It contains information for securing electronic systems from cyber intrusion. The standard is organized in sections or families of security categories.
NIST SP800-82, "Guide to Industrial Control Systems (ICS) Security," is a guideline for securing industrial control systems. It is organized much the same as NIST SP800-53, but focuses on industrial control systems. Release of this document is expected in early 2009.
Members of the SAT representing CSSP have participated in the NIST standards process in following roles:
A member of the SAT is one of the leads in both the NIST SP800-53 and NIST SP800-82 efforts Members of the SAT provided several technical reviews of the two NIST standards.
Members of the SAT provided technical input into the two NIST standards.
International Electrotechnical Commission
IEC Technical Committee 65 Working Group 10 has been tasked with the development of standard IEC 62443, "Industrial Process Measurement and Control." IEC has essentially stopped work on this standard and has put its full effort behind the ISA-99 effort rather than developing a separate standard. The ISA-99 standard will then, after acceptance by IEC, become the IEC 62443 standard.
Power Systems Standards
Two standards organizations have been identified as developing control system cyber security standards for power systems: the IEC and the Institute of Electrical and Electronic Engineers (IEEE). These standards, along with current status and direction, are described in more detail below.
International Electrotechnical Commission
The IEC focuses on the electric power systems and has developed, or is in the process of developing three documents relating to the cyber security of control systems. Although the SAT has not had any direct involvement with this organization the team is trying to work with them in a review role. The IEC is considered extremely important in the international standards community and hence the SAT is making an effort to become involved.
IEC Working Group (WG) 15 of Technical Committee (TC) 57 has developed a standard, IEC 62351, "Data and Communication Security," focusing on power system control, data communications, and security. Although this standard, which consists of seven parts, addresses information security for control of power systems.
In addition, TC 57 WG 15 has produced a technical report, IEC TR 62210, "Power system control and associated communications-Data and communication security," which provides a method for presenting security in power system control.
IEC TC 65 WG 10 has been tasked with the development of standard IEC 62443, "Industrial Process Measurement and Control." IEC has essentially stopped work on this standard and has put full effort behind the ISA-99 effort rather than develop a separate standard. The ISA-99 standard will then, after acceptance by IEC, become the IEC 62443 standard.
Institute of Electrical and Electronic Engineers
The IEEE Power Engineering Society has developed several standards that support cyber security in control systems: IEEE 1619 "Standard for Cryptographic Protection of Data on Block-Oriented Storage Devices," addresses data storage on disk drives; IEEE 1619.1 "Standard for Authenticated Encryption with Length Expansion for Storage Devices," deals with data encryption on enterprise-class tape drives; IEEE Std 1686-2007, "IEEE Standard for Substation Intelligent Electronic Devices (IEDs) Cyber Security Capabilities," assists utilities in procuring IEDs that will not compromise their programs; IEEE Std 1402-2000, "IEEE Guide for Electric Power Substation Physical and Electronic Security," provides guidelines for securing electric poser substations; and IEEE P1777 is a draft recommended practice for using wireless data communications in power systems operations. A member of the SAT made a presentation to the IEEE Power Engineering Society committee meetings on cyber security.
American Petroleum Institute
American Petroleum Institute (API) is a national trade association that represents America's oil and natural gas industry. The 400 corporate members represent all segments of the industry. Argonne National Laboratory (ANL) has taken the lead in interfacing with API through coordinating reviews of API Standard 1164, "Pipeline SCADA Security," providing technical input to the standard, and meeting with and presenting to association leaders. Members of the SAT have provided a technical review of the latest revision of the API 1164 standard.
Members of the SAT, representing CSSP, have participated in the API standards process as follows:
Attended API Information Technology Security Forum committee meetings and presented information dealing with cyber security to committee members representing major petroleum companies.
Attended the API Cybernetics Symposium and Committee meetings. Discussed the update of API 1164 and cyber security in the API standards. Invited to a private cybernetics committee session where SAT support was offered in the API 1164 process.
Provided a review of API 1164. This review was acknowledged by API's Karen Simon and task lead Morgan Henrie.
Interstate Natural Gas Association of America
The Interstate Natural Gas Association of America (INGAA) is an association representing interstate and interprovincial natural gas pipeline companies. ANL has taken the lead in interfacing with INGAA through providing technical input to the organization, and meeting with and presenting to organization leaders.
Members of the SAT, representing CSSP, have participated in the API standards process in following roles:
Attended an INGAA SCADA Workshop and participated in a presentation and panel discussion to assist in the standards development for cyber security.
Nuclear
The Nuclear Energy Institute (NEI) has developed NEI 04-04, Cyber Security Program for Power Reactors. There may be other standards activities, but the nuclear industry is fairly closed and information is difficult to obtain. The Nuclear Regulatory Commission (NRC) is in the process of developing a Nuclear Regulatory Guide (NUREG), which will address wireless issues.
Members of the SAT, representing CSSP, have participated in the nuclear-related standards process in following roles: Pacific Northwest National Laboratory (PNNL) is working with the nuclear industry in the area of standards. Oak Ridge National Laboratory (ORNL) has provided a review of the NUREG. Cross sector standards.
Telecommunications
The telecommunications industry is becoming highly dependent on wireless communications. There are several organizations such as IEEE, that are contributing to wireless communication standards. The ISA-100 (wireless) standards development effort is different in that it is also considering the security aspects of wireless communication, which fits well with the goals of the CSSP.
Members of the SAT, representing CSSP, have participated in the wireless standards process in following roles:
Members of the SAT are involved with the various ISA-100 working groups and participate in faceto-face meetings and telecons on a regular basis.
A member of the SAT has supported the effort through leadership of the standard development and the IEEE wireless standards.
Transportation
Transportation industries are becoming more dependent on control systems for operation. These range from the control of passenger transportation systems to inventory tracking, to vehicle tracking to pipelines. Many of these areas, though using control systems, are not yet addressing security in their control systems. Two areas which are now considering security are passenger transportation and pipelines. Four organizations have been identified as developing standards relating to cyber security in the transportation sector; three relate to the pipeline subsector (API, AGA, and INGAA) and the other to public transportation (APTA). The American Public Transportation Association is currently developing a Recommended Practice for control system security in the public transportation subsector.
Members of the SAT, representing CSSP, are supporting transportation standards process in following roles:
A member of the SAT has supported the standards efforts of public transportation through working group membership, standards review, and information input.
Members of the SAT are supporting standards efforts for the petroleum and natural gas part of the pipeline subsector through standards reviews and information input to the standards.
INDUSTRY SUPPORT OF CYBER SECURITY STANDARDS
The United States Department of Homeland Security has designated 18 CIKR sectors, as listed in HSPD-7, modified to include the Critical Manufacturing sector. The organizations in each of these sectors have varying degrees of dependence on control systems for their operation and hence differing levels of concern with cyber intrusions into those control systems. This section considers what industry organizations are doing in each of the 18 CIKR sectors in relation to cyber security for control systems. It is realized that this may not be complete and that there are other standards activities relating to organizations within the sector, but this document only considers those standards that relate to cyber security. In addition, upcoming meetings and conferences, that relate to the each sector, which might be of interest to those involved with control systems for the sector, are included.
Food and Agriculture
No Agriculture and Food sector-specific cyber security standard activity has been identified. 
Drinking Water and Water Treatment Systems
One sector-specific security effort identified for the Drinking Water and Water Treatment Systems sector is a document addressing physical security guidelines, which is only marginally related to cyber security. This document consists of a set of voluntary guidelines, jointly developed by the American Society of Civil Engineers (ASCE) and the AWWA with technical input from the Water Environment Federation. These guidelines were created under ASCE's American National Standards Institute accredited standards development program. Titled "Guidelines for the Physical Security of Water Utilities" and "Guidelines for the Physical Security of Wastewater/Stormwater Utilities," the draft guidelines were open for public comment and trial use until June 30, 2007. Another document is the "Roadmap to Secure Control Systems in the Water Sector." Although not a standard, the Roadmap provides a framework to address the needs for mitigating cyber security risks to industrial control systems across the water sector. This Roadmap was released in March 2008. 
Banking and Finance
No specific cyber security standard activity has been identified for the Banking and Finance sector.
The following meetings and conferences, relating to this sector have been identified: National Conference for Community Bankers, February 15-18, Phoenix, AZ ABA Operational Risk Management Forum, April 22-24, 2009, Savannah, GA 
Chemical
Soon after the terrorist attacks of September 11, 2001, ACC's member companies took the lead in securing their facilities. Members adopted the Responsible Care Security Code to enhance the security of their facilities, communities, and products. The Security Code addresses facility, cyber, and transportation security and requires companies to conduct comprehensive security vulnerability assessments of their facilities, implement security enhancements, and obtain independent verification that those enhancements have been made. The Security Code also requires companies to create security management systems, which are documented to provide quality control and assurances. 
Commercial Facilities
No specific cyber security standard activity has been identified for the Commercial Facilities sector.
No meetings or conferences relating to control systems in this sector have been identified.
Dams, Locks, and Levees
NIST standards apply to dams, locks, and levees under Federal government control. Several NIST standards, including SP800-53, are specific to cyber security. Members of the sector, including Tennessee Valley Authority, have participated in the development and review of these standards.
The following meetings and conferences, relating to this sector have been identified:
2009 Northwest Hydroelectric Association (NWHA) Conference, March 17-19, 2009 , Portland, OR United States Society on Dams, April 20-24, 2009 , Nashville, TN, 2010 Conference, Sacramento, CA, and 2011 Conference, San Diego, CA Waterpower, July 27-30, 2009 , Spokane, WA HydroVision, July 25-31, 2009 , Spokane, WA and July 23-31, 2010 
Defense Industrial Base
No specific cyber security standard activity has been identified for the Defense Industrial Base sector.
Emergency Services
The Emergency Services sector relies highly on communication. The Telecommunications Industry Association (TIA) is developing standards dealing with communications, including between the field and control systems. These standards address control systems, wireless communication, encryption, etc.
Although the United States' National Fire Protection Association 1600, "Disaster/Emergency Management and Business Continuity Programs," does not focus on cyber security, it does address the topic stating that it needs to be considered in disaster planning.
The following meetings and conferences, relating to this sector have been identified: 
Energy
Six industry organizations have been identified as developing cyber security standards for the Energy sector: North American Electric Reliability Corporation (NERC), IEC, IEEE, API, American Gas Association (AGA), and INGAA.
The "Roadmap to Secure Control Systems in the Energy Sector," outlines a plan for improving cyber security in the energy sector. Although not a standard, the Roadmap provides a framework to address the needs for mitigating cyber security risks to industrial control systems across the energy sector. This Roadmap was released in January 2006.
Government Facilities
No specific cyber security standard activity has been identified for the Government Facilities sector.
No meetings or conferences relating to control systems in this sector have been identified. 
Information Technology

National Monuments and Icons
No specific cyber security standard activity has been identified for the National Monuments and Icons sector.
Commercial Nuclear Reactors, Materials, and Waste
The Nuclear Energy Institute (NEI) has developed NEI 04-04, Cyber Security Program for Power Reactors. There may be other standards activities, but the nuclear industry is fairly closed and information is difficult to obtain.
The Nuclear Regulatory Commission is in the process of developing a Nuclear Regulatory Guide, which will address wireless issues. 
Postal and Shipping
No specific cyber security standard activity has been identified for the Postal and Shipping sector.
Public Health and Healthcare
No specific cyber security standard activity has been identified for the Public Health and Healthcare sector.
Telecommunications
No specific cyber security standard activity has been identified for the Telecommunications sector. 
Transportation Systems
Four organizations have been identified as developing standards relating to cyber security in the transportation sector; three relate to the pipeline subsector and the other to public transportation. The pipeline subsector organizations are API, AGA, and INGAA.
The APTA is currently developing a Recommended Practice for control system security in the public transportation subsector.
